Electronic health records (EHRs) 
Introduction
EHRs (electronic health records), which is defined as a systematic collection of electronic health information about individual patients or populations, may include a range of data, such as demographics, medical history, medication and allergies, immunization status, laboratory test results, laboratory and radiologic reports, vital signs, personal stats like age and weight, billing information and medical image [1] . A number of benefits can be achieved with EHRs, the widespread use of EHRs is inevitable. However, inevitability does not mean easy transition. Concerning about on privacy and security of medical information may limit use. Therefore, wide dissemination of EHRs requires maintaining patient privacy and security protection [2] .
Medical records that are exchanged over the Internet are subject to the same security and privacy threat posed by the interoperability of a national network as any other type of data transaction over the Internet [3] . Transmitting medical images between hospitals and exchanging the patients' data such as images and diagnostic reports between physicians via networks pose new challenges for protecting privacy [4, 5] . Thus, comprehensive principles concerning medical information security [6] as well as patient privacy are necessary for every participant [7] . A popular method is selective encryption. Unfortunately, these encryption algorithms have a potential security drawback [8] : the significant coefficients that are not encrypted are likely to reveal information in the original images. And there is another security vulnerability that has not been considered by these schemes, when the ciphered data is deciphered by the authorized user, it is unprotected. Actually, encrypted data need an additional level of protection. The authors proposed a specific multicast fingerprinting solution based on the digital watermarking mechanism. Therefore, the illegal distribution of the medical image can be tracked by extracting the watermark message [2, [9] [10] [11] . Since none of encryption and watermarking alone can provide the protection. D. Bouslimi et al., proposed a joint encryption/watermarking algorithm for medical images based on the merging of a stream cipher algorithm (RC45) and watermarking approaches in [12] , in this model, the malicious staff member can be tracked by a watermarked clue. Encryption and watermarking technologies are both advancing rapidly, creating opportunities for EPRs security. The convergence of the two technologies is now facilitating privacy and security studies. In [12] , encryption and watermarking are considered together to trace medical data during its distribution.
On the other hand, CA (Cellular automata) is capable of developing chaotic behavior using simple operations or rules offering the benefit of high speed computation. The ability to obtain complex global behavior makes CA an interesting platform for digital image scrambling [13] [14] [15] [16] . Fast computation helps in achieving this capability. At the same time, DNA cryptography [17, 18] is born as a new cryptographic field emerged, DNA computing has been found lots of good characteristics such as massive parallelism, huge storage and ultra-low power consumption [19] .
In practice, permutation and diffusion are often combined in order to get high computational security. A new JFE (joint fingerprinting/encryption) algorithm based on GoL and DNA computing in hybrid domains is proposed. This algorithm is simple, secure, fast and easy to be realized, which is suitable for encrypting medical images. This research provides a substantial contribution to high-speed implementation and information security of medical image. Above all, the proposed scheme can continually protect decrypted medical images from being illegally distributed by an authorized staff member. Therefore, by combining fingerprinting and encryption mechanisms the risk of the illegal distribution of authorized users can be reduced using the proposed scheme.
Basic Theory of the Proposed Scheme

DNA Computing
In 1994, Adleman [19] did the first experiment of DNA computing. Single-strand DNA sequence contains four nucleic acid bases ()
A a d e n i n e , () T t h y m i n e , () C c y to s in e , ()
G g u a n in e , where A and T are complementary, so are C and G. Four bases A, C, G and T can encode 00, 01, 10 and 11. For example, if the first pixel value of the medical image is 141, convert it into a binary sequence is [10001101] . By using a DNA encoding Rule to encode it, we can get the DNA sequence [CATG].
Cellular Automata
CA [13] 
Chaotic Maps
1D Logistic map is an example chaotic map, it is described as follows: 
where n y  (0,1), n=0,1,2,…, when control parameter   (0,0.5), Eq. (2) evolves into a chaotic state [20] .
The Proposed Scheme
Encryption and Decryption Algorithm
According to Figure 1 , the proposed encryption and fingerprinting algorithm can be divided into the following steps:
Step1: Perform two-level DWT decomposition on the original medical image; Step2: Use logistic map to generate sequences ( 1 2
) respectively, where 0 x and u are given in advance as keys. Then we create a two-dimensional grids of cells 0 G , as the seeds of GoL by the sequences, the rule is that if the value of i x is bigger than the mean value of the sequence, the corresponding cell is alive, else dead. Where 0 G is used to permute the DWT transformed coefficient matrixes;
Step 3: When producing the k th generation k G by the rules of GoL, the corresponding plain coefficients are put to the scrambling matrix one by one, except the processed;
Step 4: After R rounds iteration, we stop and put the rest of the value into the scrambling image;
Step 5: Fingerprints are embedded into HL and LH sub-spaces using optimization method in [9] . The details about fingerprints embedding will be presented in the next section;
Step 6: Perform two-level IDWT reconstruction with the permutated wavelet transform coefficients. We can get the scrambled and fingerprinted image Step 10 Convert the sequence XI into a two-dimension matrix, and then convert it into the encrypted image with fingerprint.
Figure 1. The Architecture of Image Fingerprinting and Encryption Algorithm
Fingerprints Embedding and Detection
To simplify the description of embedding method, we only discuss how it works on the medical images as well as embedding of a unique fingerprint using an improved QIM scheme [20] .We choose the robust coefficients in all LH-level and LH-level subbands to combine a vector, 12 ( , , ..., )
, as host signals to imbed fingerprint code, where L is the length of codeword, the hiding scheme is as follow:
where () Q is the quantization function with step size  .
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Figure 2. Fingerprinting Scheme for Medical Image Protection
In our implementation, we apply minimum-distance detector from eq. (6) to trace the traitor who leaked information. The L robust coefficients extracted from all LH-level and LH-level subbands, compose a long vector Z with size L. By deducting, the difference is as follow: 
With the above detector, the m th user is declared as a traitor.
Simulation Results and Security Analysis
In this section, some experimental results are demonstrated to show the effectiveness of the proposed JFE scheme. To demonstrate the security and efficiency of our algorithm, we use some medical images as the original test images, use Matlab 7.8 to simulate the experiment and set parameters 0 x =0. 9432145231, u =3.7425, 0 y = 0.423241243242,  =0.3333. Figure 3(a) shows the original image, the encrypted image is shown in Figure 3(b) . It is obvious that our algorithm achieves good encryption. It is clear that all the encrypted images become noise-like images and are all actually unintelligible. Therefore, the proposed scheme indeed possessed high perceptual security. The fingerprint is embedded in the image during the encryption process. In order to preserve visual quality, the fingerprint in the fingerprinted copy should be imperceptible and perceptually undetectable. Figure 3(c) shows some experimental results of fingerprinted images. It can be observed that the quality of the fingerprinted image doesn't change observably.
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Copyright ⓒ 2015 SERSC To test the correlation between two adjacent pixels (horizontally, vertically and diagonally adjacent) in the encryption image, we carry out some simulations. In order to test the correlation of two adjacent pixels, we randomly select 3000 pairs (horizontal, vertical and diagonal) of adjacent pixels from the original image and the encrypted image. Then, calculate their correlation coefficient using the following formulas. Figure 4(a), (b) show the mean correlation of two adjacent pixels in the original medical image and its encrypted image. Figure 4(b) shows that the correlations of adjacent pixels in the encrypted image are greatly reduced. It can clearly be seen that our algorithm can destroy the relativity effectively; the proposed image encryption algorithm has a strong ability to resist statistical attack. 
Resistance to Statistical Attack
Discussion of the Encryption Process
In Section 3, we knew that the permutation process in Figure 1 only enhances the unintelligibility of the encrypted image. Therefore, even if the chaotic map used in GoL is cracked, the hacker still cannot decrypt the image since the key of diffusion in DNA encryption process remains secret. Figure 5 shows the comparison of when a diffusion process in spatial domain is and is not applied. It is clear that the diffusion process in the proposed scheme can enhance perceptual security. Therefore, if confidentiality is in high demand, the proposed method with diffusion can be applied. Otherwise, the encryption method with only permutation can be performed since only a rough sketch without details would be revealed, making the perceptual quality unacceptable. 
Information Entropy
The information entropy is the most important feature of randomness. If the distribution of grey values is more uniform, the information entropy is greater. The formula for calculating information entropy is defined as follows: is the emergence probability of symbol i m . We obtained an information entropy H=7.9860, it is can be seen that the proposed algorithm is very effective.
Conclusion
The privacy, integrity and confidentiality of medical image are key factors to be considered in the distribution of medical image. In this paper, we proposed a joint fingerprinting and encryption algorithm for medical image security. The fingerprints are embedded into LH and HL subbands of DWT domain. The encryption is based on GoL in DWT domain and DNA sequence addition in spatial domain. This algorithm combines the advantages of the spatial domain and transform domain. The experiment results and algorithm analyses show that the new algorithm possesses a large key space and can resist brute-force, and statistical attacks. Meanwhile, the proposed algorithm is efficient because only the LL coefficient matrix is permutated. Therefore, our algorithm is meant to be a good candidate to ensure the security of medical image distribution.
